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Research Topics
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MIDAS
MIDAS: Microcluster-Based Detector of Anomalies in Edge Streams
Siddharth Bhatia, Bryan Hooi, Minji Yoon, Kijung Shin, Christos Faloutsos
AAAI, 2020

Real-Time Anomaly Detection in Edge Streams
Siddharth Bhatia, Rui Liu, Bryan Hooi, Minji Yoon, Kijung Shin, Christos Faloutsos
TKDD, 2022



T3.1: Detecting Anomalous Dynamic Subgraphs

Input:
• Edge stream ! from time evolving graph "
• Directed, multigraph, discrete time

Output:
• Anomaly Score for each edge

Our Contributions:
• Microcluster Detection
• Guarantees on False Positive Probability
• Constant Memory
• Constant Update Time
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MIDAS
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!!" : # − % edges up to time &
''( : # − % edges at current time &

!̂!" :  Approximate total count
#$!" : Approximate current count
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Streaming Data Structure: CMS

(''( ≤ '#% + +,) with probability at least 1 − .

+ is the amount of error we can tolerate.

1 − . is the probability.
e.g., with 99% probability only up to 0.5% error

w = ⌈e/ε⌉ and d = ⌈ln 1/δ⌉
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Anomaly Score: Chi-Squared Test
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Time and Memory Complexity

T3.1: Detecting Anomalous Dynamic Subgraphs

3: number of hash functions
4: number of buckets

Space complexity:
• %('()

Time complexity:
• 5(3)
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EXPERIMENTS



Datasets
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1. DARPA: 4.5M IP-IP communications, 46K timestamps
2. CTU-13: 2.5M IP-IP communications, 33K timestamps
3. UNSW-NB15: 2.5M IP-IP communications, 85K timestamps

4. TwitterSecurity: 2.6M tweets (May-August, 2014)
5. TwitterWorldCup: 1.7M tweets (June-July, 2014)
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AUC vs time
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AUC vs time
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AUC vs time
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Running Times
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Scalability
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AnoEdge & AnoGraph
Higher-Order Sketch-Based Anomaly Detection in Dynamic Graphs
Siddharth Bhatia, Mohit Wadhwa, Kenji Kawaguchi, Neil Shah, Philip S. Yu, Bryan Hooi
[Under Submission]



Input:
• Edge stream ! from time evolving graph "
• Directed, multigraph, discrete time

Output:
• Anomaly Score for each edge
• Anomaly Score for each subgraph

Our Contributions:
• Higher-Order sketch
• Streaming Anomaly Detection
• Incorporates dense subgraph search to detect graph anomalies in constant memory/time
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AnoEdge & AnoGraph
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CMS à Higher-order Sketch

Introduction MStream ConclusionMIDAS AnoEdge/AnoGraph MemStream

(a) (b)

(a) Original CMS with 8*2 buckets for each hash function

(b) Higher-order CMS with 8* x 8* buckets for each hash function
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Dense Subgraph à Dense Submatrix
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AnoEdge
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• Detect edge anomalies by checking whether the received edge when 
mapped to a sketch matrix element is part of a dense submatrix.

• AnoEdge-G finds a Global dense submatrix and performs well in 
practice.

• AnoEdge-L maintains and updates a Local dense submatrix around the 
matrix element and therefore has better time complexity.
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AnoGraph
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• Detect graph anomalies by first mapping the graph to a higher-order sketch, 
and then checking for a dense submatrix.

• First streaming algorithms that make use of dense subgraph search to detect 
graph anomalies in constant memory and time.

• AnoGraph greedily finds a dense submatrix with a 2-approximation guarantee 
on the density measure.

• AnoGraph-K greedily find a dense submatrix around K strategically picked 
matrix elements
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EXPERIMENTS
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Datasets
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Anomalous Edges Baselines
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Anomalous Edges: AUC and Running Time
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Anomalous Edges: AUC vs Time
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Anomalous Edges: Scalability
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Anomalous Graphs Baselines
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Anomalous Graphs: AUC and Running Time

Introduction MStream ConclusionMIDAS AnoEdge/AnoGraph MemStream



34

Anomalous Graphs: AUC vs Time
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Anomalous Graphs: Scalability
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MStream
MStream: Fast Anomaly Detection in Multi-Aspect Streams [Best Paper Finalist]
Siddharth Bhatia, Arjit Jain, Pan Li, Ritesh Kumar, Bryan Hooi
WWW, 2021



MStream

Input:
• Record stream 9
• Each having : dimensions

Output:
• Anomaly Score for each Record

Our Contributions:
• Multi-Aspect Group Anomaly Detection
• Streaming Approach
• Capture Correlation Between Features
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Overview
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Feature Hash
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Record Hash
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Dimensionality Reduction

• Incorporates Correlations
• Faster processing

1. Principal Component Analysis

2. Information Bottleneck

3. Autoencoder
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Time and Memory Complexity
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4: number of hash functions
;: number of buckets
3: number of dimensions/features

Space complexity:
• %('*()

Time complexity:
• 5(43)
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EXPERIMENTS
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Datasets
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1. KDDCUP99: 1.21M records (20% anomalies), 42 features
2. CICIDS-DoS: 1.05M records (5% anomalies), 80 features
3. UNSW-NB15: 2.5M records (13% anomalies), 49 features
4. CICIDS-DDoS: 7.9M records (7% anomalies), 83 features
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AUC
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Running Time
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AUC vs Time
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Scalability
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MemStream
MemStream: Memory-Based Streaming Anomaly Detection
Siddharth Bhatia, Arjit Jain, Shivin Srivastava, Kenji Kawaguchi, Bryan Hooi
WWW, 2022



MemStream

T3.1: Detecting Anomalous Dynamic Subgraphs

Input:
• Record stream 9 having concept drift
• Each having : dimensions

Output:
• Anomaly Score for each Record

Our Contributions:
• Resilient to Concept Drift
• Theoretical Guarantees
• Quick Retraining
• Robustness to Memory Poisoning
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Concept Drift
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MemStream
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MemStream: Algorithm
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EXPERIMENTS
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Baselines and Datasets
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AUC

T3.1: Detecting Anomalous Dynamic Subgraphs 59Introduction MStream ConclusionMIDAS AnoEdge/AnoGraph MemStream



AUC-PR and Running Time
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Concept Drift
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Concept Drift
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Retraining
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Self Correction
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Ablations
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CONCLUSION



Conclusion
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https://github.com/Stream-AD/



FUTURE WORK
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• AnoEdge/AnoGraph: Symmetrical à Rectangular H-CMS
• MemStream: Memory Replacement Policies
• Embeddings, Heterogeneous graphs
• Wide range of data stream rates: Parallel Computing
• Exploring new applications: Predictive maintenance, environmental monitoring, social 

media data streams, medical data
• Graphs à Multi-Aspect Data à Complex Data
• Multi-Modal approaches
• Incorporating semi-supervision/human-assisted feedback
• Hybrid of deep learning models and streaming data structures



Impact
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Open Source Traction
MIDAS was implemented in C++, Python, Golang, Ruby, Rust, R, Java, and Julia

Our projects received 900+ stars on GitHub

Awards
MStream was the WWW’21 Best Paper Finalist

MIDAS won the popular choice award at Microsoft Azure Hackathon’20

Invited Talks:
Invited by the MIT’s Data Systems Group, Oxford’s Alan Turing Institute, NYU’s Center for Data 

Science etc.

Press Coverage
Our research was covered by ACM TechNews, Bloomberg, AIhub, Hacker News, KDnuggets, and 

others.

Community Service
Co-organised the ODD workshop at KDD’21 with collaborators from CMU, Facebook and Google
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